Payments as a service (PaaS) — an approach to outsourcing

the payments technology and support functions
October 2021

=

pwc Click to launch @



Foreword

Dear readers,

It is my pleasure to bring to you the latest edition of our
payments newsletter.

On 3 August 2021, the Reserve Bank of India issued a notification on
‘Framework for Outsourcing of Payment and Settlement-related Activities
by Payment System Operators’, which focuses on the use of third-party
service providers to perform payment activities that would normally be
undertaken by the payment service operator.

Today, payment system providers largely outsource their payment-related
activities to various other entities. In this edition of the newsletter, we will
look at what payments as a service (PaaS) is, the offerings under PaaS,
how has it been adopted globally and the considerations for its adoption.

We hope you find the newsletter to be a good and insightful read.

For further details or feedback, please write to:
vivek.belgavi@pwc.com or mihir.gandhi@pwc.com
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Introduction to PaaS

The payment industry has witnessed increased disruption from non-
banking players such as technology companies, retailers, start-ups,

and telecommunication providers who specialise in niche value-added
services in the payment processing chain. Outsourcing has become an
extremely popular business strategy in this highly competitive world.

It has been looked at as an effective mechanism to increase efficiency for
service recipients by reducing costs and enabling a greater focus on core
banking activities.

Traditionally, banks have been outsourcing their non-core functions like data
centre management, software and hardware, disaster management, call
support services, help desk centres and brown/white label ATM operations
to third-party service providers. Brown label ATMs are a classic example

of outsourcing services to service providers, where the ATM hardware

is owned by the service provider, but cash management and network
connectivity are provided by the sponsor bank. Several leading banks have
also used the outsourcing model to expand their ATM networks using the
brown label ATM model.

The payment industry is now witnessing an increased level of disruption
from non-banking players who specialise in value-added services in the
payment ecosystem. This new generation of players are allowing financial
institutions (Fls) and other non-bank players to expand and meet customers’
expectations by offering payment products and services without incurring
high upfront investments. This has helped organisations outsource their
payment products. Fls are now outsourcing not just their non-core functions
but also core functions such as transaction management, payment
processing, risk management, and information technology and information
security management. Outsourcing of these elements in the payments value
chain is referred to as payments as a service (PaaS). PaaS can be seen as a
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combination of software as a service (SaaS) and infrastructure as a service
(laaS) for the payments domain.

In the last couple of years, PaaS providers have also started offering
specialised services such as payment engine hosting, reconciliation and
settlement, cross-border payments, and monetary disbursements to Fls/
corporates on a cloud platform. These providers are also helping banks
address the ever-growing security and fraud concerns and changing
regulatory requirements.

For example, the Reserve Bank of India (RBI) has prohibited storage of
customer card details by merchants and payment aggregators. As a solution
to this, card scheme operators have started offering card-on-file (CoF)
tokenisation services in India. This has enabled banking partners to offer
end customers the token services on e-commerce platforms. This service

is being extended to payment aggregators and merchants as well. Service
recipients may use such offerings provided by service providers or may
want to build their own infrastructure.

Overall, PaaS offerings today span the entire payment value chain over
cloud-based platforms. In order to provide PaaS, service providers may
partner with banks, FinTech, insurers, telecoms, e-commerce firms and
other industries, and provide access to a cloud-
based service to customers. Open APIs can be
used by the customer to integrate their solutions
with PaaS platforms. Customers can avail PaaS
offerings based on their business needs. As
PaaS offers scalability, availability and a cost
benefit to customers, it has been gaining a Availabi-
lot of traction in the payment domain. lity

Scalability

Cost
benefit

4 PwC | Payments as a service (PaaS) — an approach to outsourcing the payments technology and support functions



0024 Need for PaaS

The payment ecosystem is evolving massively. Tightening of regulations and
emerging technologies pose challenges for traditional payment businesses.
As a result, banks may evaluate two options: (1) own customer and
transaction management and outsource payment functions to third-party
service providers; (2) tie up with FinTechs, allowing them to own distribution
or customer management while the banks retain ownership over product
offerings (neobank model). Updating the core system to be a front runner

in the market and adhering to regulatory norms require time and upfront
capital which impacts the margins of companies.

Fls as well as non-bank entities can improve their payments capabilities by
using the PaaS model, which allows them to manage higher transactions
volumes more quickly and at lower costs as compared to legacy models.
This also helps the organisations to increase their revenues and market
share while being compliant and secure.

1. Challenges in the current ecosystem

The payment domain is highly regulated. New trends and innovations
create pressure on entities to continuously innovate and satisfy consumer
demands. In addition, security is of paramount importance due to in the
growing threat of frauds and criminal activities. The top challenges players
in the payment domain face are discussed below:

+ Keeping the cost of ownership low: The payment domain is
competitive and it becomes necessary for players to keep their costs
low while maintaining their margins. The latest technological innovations
and models may result in thin bottom lines for players. With the legacy
model, these players have to incur upfront costs for building full payment
stacks, which includes the cost of licensing, compliance, technology,
programme management as well as its updating.
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* Meeting industry demands for value-added services: The new
innovations and emerging payment rails are seeing growing demand from
consumers. Beyond access to payment rails, consumers and corporates
expect banks to provide them with complementary features and value-
added services. Such value-added services include fraud protection,
multi-currency payment services and account reconciliation.

Many Fls may find it challenging to compete with other players and fail to
keep pace with these innovations due to the legacy systems and models
they use. Hence, outsourcing of payment functions may be considered
as a good option for these Fls.

2. Benefits of PaaS

As a platform, PaaS offers multiple benefits to banks and Fls across the
entire payment value chain. The most important feature of PaaS is that it
results in minimum baggage and zero footprint at the bank’s end.

Key benefits of PaaS include:

+ Cost optimisation: PaaS helps in reduction of costs for Fls as the PaaS
provider owns the hardware and software. As a result, FIs do not need
to employ specialist teams in-house. The shift to PaaS considerably
reduces costs in terms of managing and optimising technology .

Further, PaaS provides various pricing models, which adds flexibility
and efficiency for entities of all sizes. Smaller institutions can choose
the pay-per-use model, freeing up funds, while larger entities can opt
for the subscription-based fixed fee model for transparency and better
predictability.
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Resource optimisation: PaaS also results in savings on full-time
employee costs as the bank does not have to deploy resources to
develop a product/functionality.

Faster roll-out of functionalities: \When banks have to work on
functionalities using their own set-up, it may be time-consuming

to develop a product. The advantage of PaaS is that since service
providers have products offerings which are mature, the roll-out of new
functionalities becomes easier. The switching on and off of functionalities
thus becomes easier for banks with PaaS.

e
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Better reliability and scalability: PaaS provides better scalability due to
cloud-based platforms which are designed to perform well during high
load hours through horizontal scaling and seamless response to changes.
It also enables higher availability of systems.

Improved compliance management: Management of compliance

with various standards, though time and cash consuming, is critical.
With PaaS, the burden of compliance with ISO 27001, Payment Card
Industry Data Security Standard (PCI-DSS), data security standards, RBI
mandates, etc., is taken up by the service provider.

»
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PaaS in a nutshell
1. Offerings under Paa$S
Technology-focused payment service providers offer their payment

technology and operation functions to banks/other institutions. Service

providers integrate their payment technology with a bank’s core banking Operations
and digital banking system through an API gateway. They may host servers,
networks, operating system software, databases and development tools at

Issuing switch Reconciliation and settlement
their data centre.
The offerings can be broadly divided into two models: product technology Acquiring switch Dispute management
implementation and operations.
Regulatory implementations Transaction monitoring

Merchant acquiring support

Customer complaint
management

Analytics and statistics

User management and
security
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PaaS service offerings are discussed in detail below:

A. Implementation services

+ Issuing switch: This module provides the core feature of an end-to-
end application service, ranging from customer onboarding details to
transaction details. It helps reflect and complete transactions on an
online as well as offline basis. It can perform end-to-end transactions
ranging from sending out alerts to currency conversion in payment
transactions, as well as real-time processing and settlement within
seconds.

For example, recently, a banking technology provider onboarded 50 urban

co-operative banks on the Unified Payment Interface (UPI) platform. The end
customers of these co-operative banks can now link their bank accounts to

any payment service provider (PSP) app and perform transactions over UPI
apps.

In addition, PaaS providers are offering services related to prepaid vouchers.

Another example is that of banks offering transit cards like store value cards

and smart cards to transit operators (metro, buses) that are open loop and
accepted at multiple touchpoints.

« Acquiring switch/app: This module helps the bank or other institutions
in acquiring merchants/aggregators. There can be two models — direct
merchant and aggregator to whom the payment product is offered by
the bank. The merchant will get onboarded on the switch with minimum
touchpoints and maximum value. Once onboarded, the switch interface
will provide a credential/token to be shared with the merchant for
integration of their API/SDK with the bank.
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For example, banks are providing a QR code solution to all type of
merchants on an acquiring switch hosted by the service provider.

+  Enhancements/regulatory circular implementations: Service providers
will develop the needed solution and implement new requirements related
to enhancements or any regulatory circulars.

B. Payment operations and product support functions

+ Reconciliation and settlement: Generally, three-way (switch report, core
banking solution [CBS] report, network report) reconciliation services are
offered by service providers to banks/Fls.

Dispute management: The dispute management module helps entities
to manage all disputes using standard business rules. It assists with
transparent merchant recovery, reconciliation and managing of dispute
queues/dashboards.

+ Transaction monitoring: Bug/issue highlighting and fixing — the support
team provides services on management of fixing of production issues.

+ Merchant acquiring support: This module enables acquirers to manage
their business processes for enabling payment acceptance for their
merchants. The services provided under this module include merchant
onboarding, settlement of transactions, fraud management, dashboard
reporting and reconciliation.

+ Customer complaint management: This module enables the logging of
customer complaints and updates customers though SMS/email alerts
once a ticket is resolved.

8 PwC | Payments as a service (PaaS) — an approach to outsourcing the payments technology and support functions



Oa O

+ Analytics and statistics: This module enables a bank to obtain daily/ The pricing structure of PaaS offerings varies depending upon the type of
monthly/yearly MIS reports along with trends/highlights. product offering based on the client requirements. The key pricing models
include the following:

User management and security: This module enables entities to

manage user access based on the roles and privileges for different + One-time implementation costs: One-time implementation costs
activities as desired. include platform customisation to suit client business requirements.
L It may also include the cost of user acceptance testing (UAT) of the
2. Pricing structure platform with the core banking platform and go-live production, along

with the handover cost which the bank has pay to the PaaS provider.

Prici truct Licence cost is invisible to the individual user as this is paid directly by
ricing structure the PaaS provider and shared between Fls (service recipients). As a
result, the overall implementation cost in the PaaS model is lower than

that in the case of the legacy model.
Implementation cost Maintenance cost

Pay-per-use costs: Certain offerings under PaaS are charged on a per
transaction basis.

1. Customisation cost 1. Application

2. Testing cost maintenance cost This is the most preferred model for PaaS. However, there is a minimum

3. Go-live production and 2. Hardware allocation business commitment that needs to be met while signing up.
handover cost cost

* Monthly/yearly maintenance
costs: This primarily includes
the application maintenance

cost and hardware allocation
cost which is decided based on
Transaction processing — business requirements.

cost per transaction (with
minimum billing)
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Key considerations

While PaaS has been gaining popularity and has a number of advantages,
there are some aspects that need to be considered when an organisation
decide to outsource payment services to PaaS providers. Entities should
evaluate the need for outsourcing their critical processes and activities and
select a PaaS provider based on comprehensive risk assessment. Some of
the key considerations are highlighted below:

Cost vs benefit
consideration

Security and
risk concerns

PaaS decision
making

Regulatory

compliance
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1. Cost vs benefit analysis

In order to perform a cost-benefit analysis of opting for PaaS, Fls will have
to evaluate and understand their on-premise cost structure (dedicated
hardware, cost of establishing and managing a data centre, required
hardware, and technical, development and support resources). Additionally,
a licence fee may have to be paid to authorities for setting up and operating.
A majority of these costs are generally paid out in the beginning as capital
expenditure.

If PaasS is opted for, the baggage with the service recipient reduces as the
infrastructure and associated costs incurred by PaaS providers are shared
among various beneficiaries. As a result, the entities outsourcing activities to
PaaS providers have to incur revenue expenditure over a period of time as
opposed to the capital expenditure incurred at the beginning of the project.

Having said that, before making the decision to outsource services, it is
essential that customers evaluate the pricing model of PaaS (cost per
transaction/annual fees) and the expected growth in transactions.
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Costs of on-premise Costs of PaaS model

legacy model

Infrastructure/hardware/

set -up cost (one time) Pay per transaction

cost (periodical)
Cost of establishing and
managing a data centre

Monthly/yearly

Resources to manage the maintenance cost

data centre and technical
development

One-time
implementation cost

—

Decision making with reference to outsourcing

Disaster recovery (DR)
site costs

Generally, if the size of business of the PaaS recipient is small, it would be
better to outsource the activities to a PaaS provider as they will have to
pay only on a pay-per-use basis instead of making a huge upfront capital
investment. In addition, the pay-per-use cost would be lower due to
economies of scale and sharing of resources.

If the growth rate of transactions is expected to increase over a period of
time and the resultant transaction charges payable under the PaaS model
would exceed the cost of on-premises set-up/hosted infrastructure, the
bank may need to revisit the PaaS model or opt for an on-premises setup.

o0
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2. Security and risk concerns

A majority of frauds in the financial services sector are related to payment
activity. With the increasing number of innovations and payment rails,
security concerns continue to increase. As a result, it becomes essential

for Fls to conduct customer onboarding and sanctions screening and also
continuously monitor activity for any suspicious transactions. Balancing risk
mitigation with a seamless and convenient user experience makes the whole
payment process more challenging for PaaS service providers.

Fls have to make sure that security aspects along with fraud concerns and
regulatory compliance are taken care of by PaaS service providers.

3. Regulatory compliance

Various countries across the globe have issued specific payment guidelines
on open banking, data access and protection, and payment standards.

Even for cross-border payment transactions, there is an increased level

of complexity due to domestic and international rules. Financial and non-
bank entities in the payment sector have to be cautious while engaging in
transactions in order to avoid regulatory penalties and fines. When these
entities outsource payment services under PaaS, they have to verify that
PaaS providers comply with regulations. In addition, there may be regulatory
restrictions on activities that are outsourced to PaaS providers.

The RBI, in its “Framework for Outsourcing of Payment and Settlement-
related Activities by Payment System Operators”, prohibits outsourcing
of core management functions (including risk management and internal
audit), compliance and decision-making functions such as determining
compliance with KYC norms to third-party service providers for non-bank
entities. With this framework in place, entities need to make sure that the
outsourcing arrangement is properly managed with clearly written roles
and responsibilities.
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With the PaaS model, banks and other Fls have an attractive option
for offering customers cutting-edge products and services without
committing undue resources to the development of these offerings
internally. PaaS providers allow banks and other players to move to a
more flexible and agile model: offering best-of-breed products through
a cloud-based third-party platform(s). In order to fully realise the
potential of the PaaS model, customers and providers of PaaS need to
rethink their operating models.

The following could be some of the areas that may lead to successful
implementation of PaaS:

+ developing strong governance with certain controls to ensure that
Paa$S providers are resilient, compliant and safe

+ outsourcing as per business and regulatory requirements

+ defining processes to enable faster integration of offerings provided
by PaaS providers into the organisation’s systems.

Overall, as payments and financial technology innovations continue to
grow, we will see more future-oriented start-ups entering the market to
provide outsourcing services in the payment chain. We therefore expect
Paa$S to continue, and perhaps accelerate, the rapid pace of change
and innovation in the payment world.

support functions
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Payments technology updates

Payments as a service, ready for
prime time?
PYMNTS

These days, with the emergence of the
cloud, open banking and application
programming interfaces (APls), the moniker
“as-a-Service” applies to pretty much any
business function that is now able to be
outsourced to a third party.

Read more.

How payment-as-a-service
platforms shape the future of

online payments
Medium

The payments industry is experiencing
exceptional growth, but it is changing
rapidly and becoming more complex.
There are many factors that have led to the
transformation of the payments sector.

Read more.

What is payments-as-a-service?
Alacriti

You are probably already familiar with the term
SaaS (software-as-a-Service). However, you may
not be as well acquainted with PaaS (payments-
as-a-Service). PaaS can also refer to platform-
as-a-Service, but here we will be exploring
payments-as-a-Service.

Read more.

Payments-as-a-service (PaaS)

enhances banks and FinTechs
Fintechtris

In financial services, payments are the underlying
activity behind every transaction. Moving funds
from one user to another can take place through
various methods (or payment rails), each with its
own cost and benefits.

Read more.
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Payments-as-a-service: The new path
to profitability
Opus Consulting

Banks are facing a massively evolving ecosystem
when it comes to payments. Not only are
regulations tightening but emerging technologies
are turning traditional payments on their head.

Read more.

Fiserv: Financial institutions turn to
payments as a service to increase

capabilities and lower cost
The Fintech Times

Since consumer demands and financial
technology have both experienced a
considerable amount of change in light of
worldwide events, financial institutions are
coming under pressure to support traditional
payments rails, and the ecosystem the way it is
isn’t benefiting anyone.

Read more.
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https://www.opusconsulting.com/payments-as-a-service-the-new-path-to-profitability/
https://thefintechtimes.com/fiserv-financial-institutions-turn-to-payments-as-a-service-to-increase-capabilities-and-lower-cost/
https://www.alacriti.com/what-is-payments-as-a-service/#:~:text=Payments%2Das%2Da%2DService%20(PaaS)%20players%20operate,%2C%20and%20e%2Dcommerce%20gateways.
https://www.fintechtris.com/blog/payments-as-a-service-banks-fintechs
https://www.pymnts.com/payments-as-a-service/2021/payments-as-a-service-ready-for-prime-time/
https://medium.com/finwintech/how-payment-as-a-service-platforms-shape-the-future-of-online-payments-ef54e949e6a1
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