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Janus vulnerability allows android

app takeover

An Android vulnerability has been uncovered that
allows attackers to modify apps in an undetected
way, without affecting their signatures.

The flaw (CVE-2017-13156) allows a file to be a

valid APK file and a valid DEX file at the same time,
according to Guard Square, which has named it the
Janus vulnerability, after the Roman god of duality.

“In theory, the Android runtime loads the APK file,
extracts its DEX file and then runs its code,” said
researchers, in an analysis. “In practice, the virtual
machine can load and execute both APK files and
DEX files. When it gets an APK file, it still looks at
the magic bytes in the header to decide which type
of file it is. If it finds a DEX header, it loads the file
as a DEX file. Otherwise, it loads the file as an APK
file containing a zip entry with a DEX file. It can
thus misinterpret dual DEX/APK files.”

When the user downloads an update of an
application, the Android runtime compares its
signature with the signature of the original version.
If the signatures match, the Android runtime
proceeds to install the update. Nefarious types can
leverage the Janus issue to prepend a malicious
DEX file to an APK file, so that Android will accept
the APK file as a valid update of a legitimate earlier
version of an app. However, the code is loaded from
the injected DEX file.

“The updated application inherits the permissions
of the original application,” the researchers said.
“Attackers can, therefore, use the Janus
vulnerability to mislead the update process and get
unverified code with powerful permissions installed
on the devices of unsuspecting users.”

Depending on the targeted application, a hacker can
access sensitive information stored on the device or
take over the device completely. Alternatively, an
attacker can pass a modified clone of a sensitive
application as a legitimate update, for instance in
the context of banking or communications. The
cloned application can look and behave like the
original application but inject malicious behavior.

“Any scenario still requires the user to install the
malicious update from a source outside the Google
Play store,” the researchers said. “It may be
relatively easy to trick some users because the
application can still look exactly like the original
application and has the proper signature. For
experts, the common reverse engineering tools do
not show the injected code. Users should always be
vigilant when downloading applications and
updates.”

The Janus vulnerability affects recent Android
devices (Android 5.0 and newer). Google has
released a patch to its OEM partners.

Source:

https://www.infosecurity-
magazine.com/news/janus-vulnerability-
allows-android/
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Banking apps found vulnerable to

MITM attacks

Leading US and UK-based banks have patched a
flaw found in their Android and iOS mobile apps
that allowed adversaries to conduct man-in-the-
middle attacks to steal customer credentials and
view and manipulate network traffic.

According to researchers at the School of Computer
Science at the University of Birmingham that found
the flaw, the vulnerability impacted nine apps
belonging to banks such as HSBC and the
TunnelBear VPN app.

Researchers outline their findings in an academic
paper (PDF) presented this week at the Annual
Computer Security Applications Conference in
Orlando, Florida. “This paper shows that certificate
pinning can (and often does) hide the lack of proper
hostname verification, enabling MITM attacks,”
wrote co-authors of the report Chris Stone, Tom
Chothia and Flavio Garcia.

The use of certificate pinning allows apps to specify
a specific certificate that they trust for a given
server. This helps defeat a number of attacks,
specifically MITM attacks that rely on spoofing the
certificate for a trusted app or website.

What researchers found was a vulnerability in each
of the apps’ implementation of the certificate
pinning and certificate verification used when
creating a Transport Layer Security (TLS)
connection. “TLS is a tricky protocol to get right:
both misconfiguration vulnerabilities and attacks
on the protocol are common.”

For example, last year Mozilla patched a highly
scrutinized flaw in its automated update process for
browser add-ons tied to the expiration of certificate
pins that allowed attackers to intercept encrypted
browser traffic, inject a malicious NoScript
extension update and gain remote code execution.

“Automated tools do exist to test a variety of TLS
flaws,” researcher wrote. “However, none of these
tools can detect the possibility that an app will pin
to the root or intermediate certificate used but fail
to validate the hostname... We argue that
conducting large-scale testing in this manner is
difficult and expensive.”
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Banking apps found vulnerable to
MITM attacks

As part of an effort to reduce cost and more easily A typical MITM attack exploiting this flaw entails an
identify pinning-related vulnerabilities at scale attacker and victim sharing the same WiFi network.
researchers released a zero-cost and automated “Using ARP or DNS spoofing, the victims’ traffic can
testing tool called Spinner as part of their research. be redirected to the attacker... When the victim

] attempts to use their vulnerable app, the attacker
The Spinner tool allows for more thorough testing can intercept the TLS handshake and provide the
of mobile apps, specifically how the apps perform app with a certificate signed by the certificate that
hostname verification. As a result, researchers the app pins to,” researchers wrote.
using Spinner identified ten instances where an
app’s certificate pinning inadvertently masked University of Birmingham researchers said each of
improper hostname verification, allowing MITM the banks were notified of the flaws in their apps and
attacks. the vulnerabilities have been mitigated.
“Spinner (is) a new tool for black-box testing for Source:
this vulnerability at scale that does not require https://threatpost.com/banking-apps-

purchasing any certificates. By redirecting trafficto  found-vulnerable-to-mitm-attacks/129105/

websites which use the relevant certificates and
then analyzing the (encrypted) network traffic we
are able to determine whether the hostname check
is correctly done, even in the presence of certificate
pinning,” researchers wrote.

Those apps that implemented certificate pinning
but failed to verify hostnames correctly include:
Bank of America Health, TunnelBear VPN, Meezan
Bank, Smile Bank, HSBC, HSBC Business, HSBC
Identity, HSBCnet and HSBC Private.

“The vulnerability identified was resolved in Bank

of America’s Health app nearly two years ago in H B BB
. . 2 O O o
January 2016. The app is no longer available as of TEEIEEY |
June 2017. At no time was customer information X X X e
; . . . |l [
impacted,” according a Bank of America statement - e -
made to Threatpost. - -
“We use Spinner to analyze 400 security-sensitive I BE BS .

Android and iPhone apps. We found that 9 apps
had this flaw, including two of the largest banks in
the world: Bank of America and HSBC. We also
found that TunnelBear, one of the most popular
VPN apps was also vulnerable,” they wrote.
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Microsoft patches two critical

defender bugs

Microsoft has released fixes for two critical flaws in
its Windows Defender product which could allow
attackers to completely take control of a targeted
system.

CVE-2017-11937 and CVE-2017-11940 are remote
code execution (RCE) vulnerabilities that exist
when the Microsoft Malware Protection Engine
(MMPE) doesn’t properly scan a specially crafted
file, leading to memory corruption.

A remote attacker could therefore use a specially
crafted file to execute arbitrary code, leading to a
full system compromise. The file could be emailed,
IM’d or delivered via a compromised website, the
alert noted.

As the engine automatically scans files in real-time,
the bugs could be easily exploited.

The updates fix the vulnerabilities by correcting the
way in which the Microsoft Malware Protection
Engine scans specially crafted files.

The software flaws affect Windows Defender on all
supported Windows PC and server platforms, as
well as Microsoft Endpoint Protection, Windows
Intune Endpoint Protection, Security Essentials,
Forefront Endpoint Protection and Exchange
Server 2013 and 2016.

Fortunately, the vulnerabilities are not thought to
have been publicly disclosed or exploited in the
wild.

Most enterprise admins will not need to take any
further action as the updates will be automatically
deployed.

Interestingly the bugs were reported by the
National Cyber Security Centre (NCSC), part of UK
spy agency GCHQ.

It’s a nice bit of PR for NCSC given its role is to
educate the populace and protect UK consumers
and businesses from critical cyber-threats to
essential services.

The organization has been an increasingly vocal
presence in the news of late, warning government
agencies earlier this month to effectively ban
Russian AV for any networks processing information
classified “secret” or above.

Several other critical MMPE bugs have already been
discovered this year allowing remote code execution
by hackers.

Source: https://www.infosecurity-
magazine.com/news/microsoft-patches-

two-critical/
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Global security spending to reach $96

billion in 2018

Gartner forecasts worldwide enterprise security
spending to total $96.3 billion in 2018, an increase
of 8 percent from 2017. Organizations are spending
more on security as a result of regulations, shifting
buyer mindset, awareness of emerging threats and
the evolution to a digital business strategy.

Security spending drivers

“Overall, a large portion of security spending is
driven by an organization’s reaction toward security
breaches as more high profile cyberattacks and data
breaches affect organizations worldwide,” said
Ruggero Contu, research director at Gartner.
“Cyberattacks such as WannaCry and NotPetya, and
most recently the Equifax breach, have a direct
effect on security spend, because these types of
attacks last up to three years.”

This is validated by Gartner’s 2016 security buying
behavior survey. Of the 53 percent of organizations
that cited security risks as the No. 1 driver for
overall security spending, the highest percentage of
respondents said that a security breach is the main
security risk influencing their security spending.

As a result, security testing, IT outsourcing and
security information and event management
(SIEM) will be among the fastest-growing security
sub segments driving growth in the infrastructure
protection and security services segments.

Compliance

Regulatory compliance and data privacy have been
stimulating spending on security during the past
three years, in the U.S. (with regulations such as the
Health Insurance Portability and Accountability
Act, National Institute of Standards and
Technology, and Overseas Citizenship of India) but
most recently in Europe around the General Data
Protection Regulation coming into force on May 28
2018, as well as in China with the Cybersecurity
Law that came into effect in June 2016. These
regulations translate into increased spending,
particularly in data security tools, privileged access
management and STIEM.

Gartner forecasts that by 2020, more than 60
percent of organizations will invest in multiple data
security tools such as data loss prevention,
encryption and data-centric audit and protections
tools, up from approximately 35 percent today.

Automation and outsourcing

Skills shortages, technical complexity and the threat
landscape will continue to drive the move to
automation and outsourcing. “Skill sets are scarce
and therefore remain at a premium, leading
organizations to seek external help from security
consultants, managed security service providers and
outsourcers,” said Mr. Contu. “In 2018, spending on
security outsourcing services will total $18.5 billion,
an 11 percent increase from 2017. The IT outsourcing
segment is the second-largest security spending
segment after consulting.”

Gartner predicts that by 2019, total enterprise
spending on security outsourcing services will be 75
percent of the spending on security software and
hardware products, up from 63 percent in 2016.

Enterprise security budgets are also shifting towards
detection and response, and this trend will drive
security market growth during the next five years.
“This increased focus on detection and response to
security incidents has enabled technologies such as
endpoint detection and response, and user entity
and behavior analytics to disrupt traditional markets
such as endpoint protection platforms and SIEM,”
said Mr. Contu.

Source:

https://www.helpnetsecurity.com/2017/12/
o7/worldwide-security-spending-2018/
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Bitcoin exchange NiceHash hacked,

$68 million stolen

Bitcoin mining platform and exchange NiceHash
has been hacked, leaving investors short of close to
$68 million in BTC.

As the price of Bitcoin continues to rocket, surging
past the $14,500 mark at the time of writing, cyber
attackers have once again begun hunting for a fresh
target to cash in on in this lucrative industry.

Banks and financial institutions have long
cautioned that the volatility of Bitcoin and other
cryptocurrency makes it a risky investment, but for
successful attackers, the industry potentially
provides a quick method to get rich -- much to the
frustration of investors.

Unfortunately, it seems that one such criminal has
gone down this path, compromising NiceHash
servers and clearing the company out.

In a press release posted on Reddit, on Wednesday,
NiceHash said that all operations will stop for the
next 24 hours after their "payment system was
compromised and the contents of the NiceHash
Bitcoin wallet have been stolen.”

NiceHash said it was working to "verify" the precise
amount of BTC stolen, but according to a wallet
which allegedly belongs to the attacker -- traceable
through the blockchain -- 4,736.42 BTC was stolen,
which at current pricing equates to $67,867,781.

"Clearly, this is a matter of deep concern and we are
working hard to rectify the matter in the coming
days," NiceHash says. "In addition to undertaking
our own investigation, the incident has been
reported to the relevant authorities and law
enforcement and we are co-operating with them as
a matter of urgency.”

"We are fully committed to restoring the NiceHash
service with the highest security measures at the
earliest opportunity,” the trading platform added.

The company has also asked users to change their
online passwords as a precaution. NiceHash says
the "full scope" of the incident is unknown.

"We are truly sorry for any inconvenience that this
may have caused and are committing every
resource towards solving this issue as soon as
possible," the company added.

Inconvenience is an understatement -- especially as
so much was left in a single wallet -- but the moment
those coins shift, we may know more about the fate
of the stolen investor funds.

Speaking to ZDNet, Tyler Moffitt, Senior Threat
Research Analyst at Webroot commented:

"This hack is a lesson for the community to ensure
that when mining for a pool, to always have payouts
trigger at the smallest amount. Even though there
are fees associated with using the minimum payout,
having the amount sitting in the mining pools wallet

is risky.

It doesn't take much for mining pool operators to
keep these types of wallets secure. If you don't, this
is what can happen. It will be a huge uphill battle for
NiceHash to overcome this breach as it's very
damaging to its brand.”

In related news this week, Steam has stopped
accepting Bitcoin as payments on the game
distribution platform. The company said the
volatility of the coin, together with a rise in
transaction fees which can now reach up to $20 per
transaction, has made the payment option
"untenable" for now.

ZDNet has contacted NiceHash and will update if we
hear back.

Source:
http://www.zdnet.com/article/bitcoin-
exchange-nicehash-hacked-7om-lost/
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HP leaves accidental keylogger in
laptop keyboard driver

Debugging code left in production software is often
a security problem waiting to happen.

That’s because debugging code is typically put in
when you need an “insider view” of what’s going on.

Debugging features often puncture deliberate
security holes to allow troubleshooting data to
escape — something that’s OK in an in-house test
environment, but unacceptable in an official
product release.

So, you should not only remove debugging code
when it’s no longer needed (code that isn’t there
can’t get included by mistake!), but also arrange
your production builds so that any debugging code
that’s left behind by mistake gets discarded or
disabled automatically when the software is
compiled for release.

Many a slip

But there’s many a slip, as they say, twixt the cup
and the lip.

The infamous Internet Worm of 1988 had three
propagation tricks; the easiest and most effective of
these was to connect to your email server in the
hope that your system administrator had left
debugging turned on in the Sendmail product.

If Sendmail debugging was on, the server would
take an incoming email and run it directly as a
series of system commands — clearly the sort of
debugging bodge that makes no sense outside a
controlled lab environment.

Dlink did something equally dangerous in some of
its recent routers: if you told your browser to
announce itself under the weird name of
xmlset_roodkcableoj28840ybtide instead of, say,
Firefox or Safari, then you could run any sysadmin
command on the router without knowing the
password.

Reading that peculiar “roodk cable 0j” incantation
backwards makes the blunder obvious: the text
string is Edit by 04882 Joel: Backdoor in reverse.
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HP leaves accidental keylogger in
laptop keyboard driver

And HP blundered with a number of its LaserJet
printers a few years ago, accidentally leaving a
telnet command shell open for debugging...

...in the production code running on shipping
printers.

An open telnet shell meant that anyone could
simply connect to the device login and get a
command prompt to allow them to mess with the
printer at will, without needing any special software
or a password.

According to security researcher Michael Myng, HP
made another debug-code-in-real-build mistake
this year, leaving a deliberately-created keylogger
built into the keyboard drivers on a number of HP
laptop models.

Myng says he started disassembling HP’s keyboard
driver to help a friend, who wanted to figure out
how to take control of the keyboard backlight.

While reverse engineering the code, he noticed a
bunch of text strings including intriguing messages
like this:

ulScanCode=0x%02X, kKeyFlags=%X
CPalmDetect::KeyboardHookCallback

Don’t worry if you aren’t a C programmer: all you
need to know is that these messages imply that
there’s some sort of keyboard hook (the fancy name
for a keylogger function) in the code, and that the
program might keep a record of scancodes (the
identifying numeric codes of individual keypresses
based on their keyboard positions) as you type.

It didn’t take Myng much more digging to realize
that by setting a special registry entry called Mask,
he could trigger the driver into recording every
keypress via an official Windows logging system
called WPP.

WPP is short for Windows Software Trace
Preprocessor, and Microsoft officially advises that:

WPP software tracing is primarily intended for
debugging code during development.

In other words, that
CPalmDetect::KeyboardHookCallback we saw above
should not have survived release.

Fortunately, Myng reports that:

I messaged HP about the finding. They replied
terrifically fast, confirmed the presence of the
keylogger (which actually was a debug trace) and
released an update that removes the trace.

Well done to HP for a straight-talking answer
followed by rapid action — we’ll call that a good
result.

Note that you’d have needed administrator power to
authorise the registry tweak needed to start this
“keylogger” in the firt place, so the risk can be
considered low.

Nevertheless, for a hacker who already has a
foothold inside your network, setting a registry entry
to start capturing keystrokes via an official, digital
signed keyboard driver...

...Is a lot easier than fiddling with the driver software
itself, or trying to install a new driver to do the job.

What to do?

+ Ifyou have an affected HP computer, get and
install the update now. (Warning: there are well
over 450 different models on HP’s official list, all
the way from HP 240 G2 to the Star Wars Special
Edition 15-anooo Notebook.)

» Ifyou're a programmer, don’t leave debug code
behind.

« Ifyou’re a quality assurance tester, don’t believe
the programmers when they assure you “that
debug code is harmless and can stay”

Source:
https://nakedsecurity.sophos.com/2017/12,
12/hp-leaves-accidental-keylogger-in-
laptop-keyboard-driver/
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